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1. Principles 
The protection of personal data is a very important 
concern for us. Therefore, we process the personal data 
of our employees and customers as well as that of our 
business partners in accordance with applicable legal 
regulations on the protection and safety of personal 
data. 

These data protection guidelines describe which types of 
personal data we gather, how such data is used, to 
whom it is transmitted and which are the alternatives 
and the rights that data subjects have with respect to the 
data processing that we perform. Furthermore, in these 
guidelines, we describe which measures we use in order 
to ensure data safety and how data subjects can contact 
us if they have any questions with respect to our data 
protection practices. 

These guidelines govern the data protection compliant 
information processing and the responsibilities delegated 
so far to the H+S Systemahaus GmbH. All employees 
have the duty to observe these guidelines. 

These guidelines are addressed to 

• persons or departments making decisions 
regarding the use / provision of an application 
system (management as well as IT department 
managers and system administrators) 

• persons or departments making decisions 
regarding the use of the system for carrying out 
their own tasks (this generally includes the 
different specialty departments)  

• users, i.e. those who use the system provided 
for carrying out their own work (in cases when 

personal data is saved on a workplace 
computer, each single user may decide how the 
data is processed in the system and which 
software is used), 

• the Data Protection Officer (DPO) of the 
company, who advises and monitors the data 
protection implementation and fulfils the tasks 
assigned to him. 

The following basic principles apply: 

• The data processing hardware and software 
must be used for business related tasks, in 
particular for the tasks for which they are 
intended and they must be protected against 
losses and manipulation. Any use for private 
purposes must be explicitly authorised. 

• Each employee is responsible for implementing 
these guidelines in their own area of 
responsibility and must regularly check that the 
guidelines are observed. 

• Persons responsible for the data processing 
systems used must make sure that their 
personnel (users) are informed about these 
guidelines; this also applies for temporary 
workers. 

• The Data Protection Officer advises the 
implementation of the guidelines and verifies 
that they are observed. In this respect, all 
persons addressed by the guidelines have the 
obligation to report and provide information to 
the DPO. 

2. The company’s Data Protection 
Officer / data protection coordinators 
2.1 In accordance with article 37 of the GDPR, the 
company Antriebssysteme Faurndau GmbH has 
appointed a Data Protection Officer (DPO) as well as a 
representative.  

The DPO is responsible by law, and also in accordance 
with these guidelines, for the tasks he is assigned and he 
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fulfils these tasks by applying his knowledge as well as his 
professional qualification independently. 

2.2 The Data Protection Officer informs and advises 
company management as well as employees regarding 
their data protection obligations. He is responsible for 
monitoring the observance of data protection regulations 
as well as the strategies set up by the persons 
responsible for protecting personal data. Furthermore, 
he also monitors the assignment of responsibilities and 
how personnel is made aware and trained with respect 
to data protection. 

In cases of high risk data processing activities, the DPO is 
available in order to support the person responsible in 
performing the corresponding risk assessment. 

2.3 The DPO reports to company management directly. 

2.4 The DPO must be involved in all data protection-
related matters at an early stage and he must be 
supported by both the company management and 
personnel in fulfilling his tasks. 

2.5 In cases when it is deemed necessary, due to 
organisational circumstances (e.g. in case of external 
non-autonomous subsidiaries), management will 
coordinate with the DPO the appointment of a data 
protection coordinator for the respective organisation. 

Consequently, the coordinator is an employee assigned 
to the DPO and he is in charge of ensuring the data 
protection regulations applicable to the company are 
observed. He informs the DPO of any local data 
protection questions or issues. He is in charge of 
gathering any information on special processes used in 
the organisation he is responsible for and he forwards 
such information to the DPO. 

2.6 The company must prepare a register of all data 
processing processes and keep it up-to-date. Each 
specialty department assigns at least one person the 
responsibility for collecting all required process-related 
information with respect to processes used by the 
corresponding department. The person appointed is also 
in charge of documenting such processes in accordance 
with the requirements set by article 30 of the GDPR. In 
case of any doubt regarding the information required by 
law, the Data Protection Officer can be consulted. A copy 
of the register of processes must be handed over to the 
Data Protection Officer. 

The company must provide the register to the 
supervisory authority on request. By mutual agreement 
with company management, this too is the responsibility 
of the Data Protection Officer as well and he is in charge 
of working together with the supervisory authority. 

2.7 Each employee can contact the DPO directly in order 
to address any remark, suggestion or complaints. Upon 

request, each communication will be treated as 
absolutely confidential. 

2.8 The DPO reports to the company management with 
an annual report on activities summarising the audits 
performed, objections, complaints and possible 
organisational deficiencies which are still to be fixed. As 
far as the report also covers the processing of personal 
data or matters related to the company’s organisation, 
the report will be made available to the Betriebsrat 
(workers’ council in Germany) as well. 

3. Purchase and introduction of new 
hardware and software 
3.1 Hardware and software purchase is normally carried 
out by the central data processing procurement upon 
request from the person/ department in charge of 
making decisions with respect to the corresponding 
processing. Already when the hardware and software are 
chosen, the main selection criteria is the principle of 
ensuring data protection by means of a specific technical 
design and pre-settings aiming at making data protection 
easier and more efficient. The process instructions 
“Checklist for the observance of Privacy-by-
Design/Privacy-by-Default requirements“ (appendix 1) 

are decisive.1 

3.2 If the purchase or use of new hardware and/or 
software implies the introduction of a new personal data 
processing process, the Data Protection Officer must be 
informed of this by the requesting department upfront, 
in a timely manner (for further information, please refer 
to no. 5.2). The purchase and introduction of new 
hardware and/or software is carried out after it has been 
duly authorised by the DPO. The DPO will advise whether 
a data protection impact assessment must be performed. 
The execution of a data protection impact assessment 
must follow the process instructions “Risk reduction by a 
data protection impact assessment” (appendix 2).2 
3.3 Private hardware and software are not allowed to be 
used for personal data processing. Each case of a 
business use of private hardware and software at home 
or outside the company (e.g. on private notebooks) must 
be previously authorised by the IT department. 

3.4 The IT department keeps a register of all hardware 
and application programs used. The DPO is able to access 
this register at any time. 

3.5 In case of suspicion of hardware and software theft, 
of unauthorised access to personal data, of sabotage etc. 
the data processing department as well as the DPO  

1 Privacy-by Design checklist - appendix 1 
2 Data protection impact assessment - appendix 2 
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must be immediately notified. The process instructions 
“Behaviour in case of a data breach” provide further 

details (appendix 3).3 

4. Employee commitment/ training 
4.1 Each employee who works with personal data must 
commit to a confidential handling of personal data as 
well as to the observance of these guidelines. 

4.2 The commitment must be formalised by using the 
dedicated form. Furthermore, the HR department must 
provide each employee with the information sheet 
prepared by the DPO. 

4.3 Employees who are subject to particular 
confidentiality obligations (e.g. confidentiality of 
telecommunications in accordance with article 88 of the 
TKG [German telecommunication law]) are requested by 
their superiors to formalise their additional commitment 
in written form. The corresponding declaration of 
commitment must be filed by the HR. 

4.4 The DPO must be informed of all commitments 
requested from employees as well as of their workplace 
in order to allow him to anticipate any additional training 
needed and identify potential control requirement. 

4.5 Employees concerned must be released from work to 
participate in training courses proposed and agreed to by 
the corresponding department heads. 

5. Data processing transparency 
5.1 In accordance with article 30 of the GDPR, the Data 
Protection Officer prepares a register of all processing 
processes which use personal data and he keeps it up-to-
date. The person responsible for a process or the 
responsible data protection coordinator reports it in a 
timely manner in accordance with guidelines set by the 
DPO. The same applies to modifications (Change 

Request).4 

5.2 Independently of this reporting, whenever the 
introduction of new processing activities is planned or 
existing processes are changed, the DPO must be 
informed of the purpose and the content of the 
corresponding applications as well as of the fulfilment of 
the notification obligation (ref. to no. 6.3). In cases of 
standardised data gathering (questionnaires, contests, 
input fields on the internet site etc.), the data entry form 

3 Behaviour in case of a data breach - appendix 3 
4 In accordance with the GDPR, a public “Everyman 
register” no longer exists. However, the majority of 
information contained therein is made available to data 
subjects in accordance with articles 13, 14 and 15. 

etc. must be provided to the DPO in order to be agreed 
to by him. 

5.3 If the DPO determines that the intended data 
processing activity should be subject to a data protection 
impact assessment, he will notify this immediately. The 
data processing process can be performed only upon 
authorisation from the DPO. In case of any doubt, the 
decision will be made by management. 

5.4 If a data subject exercise their right of access in 
accordance with article 15 of the GDPR or their right of 
rectification or right to object in accordance with article 
16 and article 21 of the GDPR, the central modification 
will be carried out by the DPO (in companies with 
recurring access requests, it may also be appropriate to 
assign this task to the corresponding specialty 
department). Employees' access to their personal data 
must be granted by HR management. Upon request, it 
must be ensured that the data subject can be provided 
with their data in a structured and common format 
which can be read by machines. The DPO and the IT 
department must define the standard which fulfils these 
requirements upfront. In this respect, the process 
instructions “Data portability” must be observed 

(appendix 4).5 

6. Personal data gathering / processing 
6.1 The gathering and processing of personal data must 
be performed only to the extent legally permissible. 
Specific conditions for the gathering and processing of 
sensitive data must be observed as well as stipulated by 
article 9 paragraph 1 of the GDPR. Generally, only 
information which is required for performing business-
related tasks and directly connected to the purpose of 
the processing are allowed to be processed and used. 
Other conditions (statutory permissions) under which the 
use of personal data within the company would be 
legitimate as well are set out in the process instructions 
“Handling of personal data / statutory permissions of the 
GDPR” based on numerous examples (adapted to the 

specific case of the company) (appendix 5).6 

6.2 It must be ensured that data subjects are not 
subordinated to any decision which is based on an 
automatic processing only and, at the same time, has a 
legal effect on the data subject or significantly affects 
them in a similar manner (e.g. profiling). 

6.3 Before introducing new kinds of data gathering, the 
purpose for which the data is intended and which 
determines the admissibility of the data gathering must 
be documented in written form for the specific 

5 Data portability - appendix 4. 
6 Handling of personal data - appendix 5. 
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application by the corresponding responsible person. In 
general, a purpose change is admissible only if the 
processing is still consistent with the purposes for which 
the data was originally collected. Consideration criteria 
applied within the frame of the purpose change must be 
verified one by one. 

Such verification must also be documented in an 
appropriate way in order to constitute proper proof. The 
process instructions “Compatibility check in case of 
purpose change” contain a list of criteria in this regard 

(appendix 6).7 This list must be applied and observed. 

A purpose change is admissible as well if the consent of 
the data subject is requested and obtained by the person 
responsible. At the same time, before gathering or saving 
data, the person responsible for the data processing 
must define in written form whether and in which 
manner the statutory notification obligation with regards 
to the data subject must be fulfilled. 

6.4 If other functions or authorities request information 
on a data subject, such information can be provided 
without the consent of the data subject only in case of 
legal obligation or legitimate interest of the company 
justifying the transfer of information and if the identity of 
the information requestor is free of doubt. In case of any 
doubt, the DPO must be contacted. 

7. Data storage / transmission / erasure 
7.1 In general, data storage is performed on network 
drives provided for this purpose. Any storage on mobile 
data storage medium or cloud devices (e.g. flash drives, 
tape streamers) is subject to authorisation by the IT 
department and registration by the department/ user 
utilising the data storage medium. Whenever networks 
are used, the IT department is responsible for the 
storage of data saved on the server. 

7.2 If a different storage location (e.g. notebook, desktop 
PC) is required for technical reasons, the corresponding 
user is himself responsible for performing data backups. 
If a network access is available (e.g. in case of notebooks 
with wireless LAN access, tablets), the data stored on 
drives must be saved on the network storage drive 
reserved for the corresponding user at least once per 
week. The data protection and backup measures 
selected must be documented in the process registry. 

7.3 It is the duty of the person responsible for making 
decisions regarding the data processing to ensure that 
statutory record retention and erasure periods are 
observed accordingly. The IT department must be 
informed of the observance of deadlines and periods, in 

7 Compatibility check in case of purpose change - 
appendix 6. 

particular those regarding the erasure of personal data in 
data backups. 

7.4 When IT components which are no longer used are 
transferred or returned, their user has the responsibility 
to make sure that all data present on such components 
have been duly erased. 

8. External service providers / order 
processing / maintenance 
8.1 Whenever external service providers are engaged for 
the first time for personal data processing activities or 
individual data processing steps (e.g. gathering, erasure = 
disposal) or other related activities (e.g. maintenance, 
repair) within the frame of which the service providers 
get access to or knowledge of personal data, the DPO 
must be informed of the intended engagement upfront 
and he must be provided with the draft engagement 
letter prepared in accordance with article 28 of the GDPR 
as well as with the order control criteria followed or 
foreseen during the engagement execution. 

8.2 The same applies if the company H+S Systemhaus 
GmbH wants to perform corresponding activities on 
behalf of third parties. 

9. Security of processing 
9.1 For each process, a documented evaluation of 
protection requirements as well as an analysis of 
potential risks involved must be prepared. Both will 
depend on the type, scope, conditions and purpose of 
the data processing as well as on the likelihood of such a 
risk to effectively occur. 

9.2 In order to ensure data availability, confidentiality 
and integrity as well as the reliability of data processing 
systems used, a general security concept must be 
prepared. This concept is based on the previously 
prepared evaluation of protection requirements and risk 
analysis. This concept is decisive for all further processes.  

9.3 In addition to these guidelines, there are 
complementary regulations in force which relate in 
particular to measures to be taken to fulfil the data 
protection requirements set by article 32 of the GDPR. 
These include, but are not limited to 

• Instructions regarding the data protection 
compliant shipment of data storage media and 
the data encryption 

• Instructions regarding password procedures 

• Instructions regarding the provision of 
information in the field of human resources 

• Instructions regarding the use of desktop PCs 
and notebooks 
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• Instructions regarding teleworking /home office8 

Furthermore, a number of bargaining agreements 
also specifically define personal data processing. 
These include, amongst others, the agreement on 

• the use of telecommunications (phone, 

• e-mail, internet) at the H+S Systemhaus GmbH 

• the authorisation of teleworking/ home office 

10. Data protection regarding applications 
and within the frame of application 
processes 
The person responsible for data processing gathers 
personal data from applicants for the purpose of carrying 
out the application process. The data processing can be 
carried out in an electronic manner as well. This applies 
in particular when an applicant provides its application 
documents to the person responsible for the data 
processing electronically, for example via e-mail or by 
using the web form available on the website. If the 
person responsible for the data processing concludes an 
employment contract with an applicant, the data 
transferred are saved for the purpose of the employment 
relationship under observance of legal regulations. If the 
person responsible for the data processing does not 
conclude any employment contract with the applicant, 
the application documents will be erased automatically 
within two months from the refusal notification, unless 
there are any other legitimate interests of the person 
responsible for the data processing against the data 
erasure. Other legitimate interests in this sense would, 
for example, be the burden of proof in a proceeding 
under the General Equality of Treatment Act (AGG in 
Germany). 

11. Data protection regulations regarding the 
use of affilinet 

The person responsible for the data processing 
integrated components of the affilinet company into this 
website structure. affilinet is a German affiliate network 
proposing affiliate-marketing services. 

Affiliate-marketing is a web-based distribution channel 
which allows commercial operators of websites, also 
called merchants or advertisers, to display 
advertisement, which is mainly remunerated via click or 
sale commissions, on third party websites, i.e. on 
websites of sales partners, also called affiliates or 
publishers. Via the affiliate network, the merchant 
provides advertising material, an advertising banner or 
other appropriate internet advertisement materials 

8 Work instructions - appendix 7. 

which are subsequently integrated by an affiliate on his 
own website or which are distributed via other channels 
such as keyword advertising or e-mail marketing, for 
example. 

The company operating affilinet is the affilinet GmbH, 
Sapporobogen 6-8, 80637 München, Germany. 

affilinet sets a cookie on the IT system of the data 
subject. Cookies have already been described and 
explained above. The tracking cookie of affilinet does not 
store any personal data. It only stores the identification 
number of the affiliate, i.e. the prospective customer of 
the intermediating partner as well as the reference 
number of the website visitor and the advertising 
material which has been clicked on. The purpose of the 
storage of this data is the settlement of commission 
payments between a merchant and the affiliate, which 
are carried out via the affiliate network, i.e. affilinet. 

At any time, the data subject can prevent our website 
from setting cookies by adjusting the settings of their 
internet browser by following the instructions described 
above. In this way, they will disable cookies permanently. 
Such a setting of the internet browser used will also 
prevent affilinet from setting a cookie on the IT system of 
the data subject. Furthermore, cookies which have 
already been set by affilinet can be erased at any time via 
the internet browser or other programs. 

Applicable data protection regulations of affilinet are 
available under 
https://www.affili.net/de/footeritem/datenschutz. 

12. Data protection regulations regarding the 
use of Facebook 

The person responsible for the data processing 
integrated components of the Facebook company into 
this website structure. Facebook is a social network. 

A social network is a social meeting place run on the 
internet, an online community which generally allows the 
users to communicate with each other and to interact in 
a virtual space. A social network can have the function of 
a platform where opinions and experiences are 
exchanged or which allows the internet community to 
publish personal or company-related information. 
Amongst other things, Facebook allows users of the 
social network to create personal profiles, to upload 
photos and to interconnect via friendship requests. 

The company operating Facebook is Facebook, Inc., 1 
Hacker Way, Menlo Park, CA 94025, USA. The person 
responsible for processing personal data is, when a data 
subject lives outside the USA or Canada, the company 
Facebook Ireland Ltd., 4 Grand Canal Square, Grand 
Canal Harbour, Dublin 2, Ireland. 
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Every time one of the website pages operated by the 
person responsible for the data and containing an 
integrated Facebook component (Facebook plug-in) is 
called up, the internet browser on the IT system of the 
data subject is automatically requested by the 
corresponding Facebook component to download a 
picture of the corresponding Facebook component 
directly from Facebook. A general overview of all 
Facebook plug-ins can be found under 
https://developers.facebook.com/docs/plugins/?locale=
de_DE. Within the frame of this process, Facebook is 
informed exactly of which specific sub-page of our 
website is being visited by the data subject. 

If the data subject is also logged in to Facebook at that 
time, every time they call-up our website and during the 
entire duration of their presence on our website, 
Facebook will be informed of which sub-page of our site 
the data subject are currently visiting. This information is 
collected by the Facebook component and it is assigned 
by Facebook to the corresponding Facebook account of 
the respective data subject. If the data subject press one 
of the Facebook buttons integrated into our website, e.g. 
a “Like” button or if the data subject post a comment, 
Facebook will assign this information to the personal 
Facebook user account of the subject person and it will 
store such personal data. 

If the data subject is logged in to Facebook at the 
moment when they call up our website, Facebook is 
informed, via the Facebook component, of the fact that 
the data subject has visited our website; this information 
is transferred independent of whether the data subject 
clicks on the Facebook component or not. If the data 
subject does not wish such information to be transferred 
to Facebook, they can prevent this information from 
being transferred by simply logging out from their 
Facebook account before calling up our website. 

The data protection directive published by Facebook 
under https://de-de.facebook.com/about/privacy/ gives 
information on the gathering, processing and use of 
personal data by Facebook. Furthermore, the latter page 
explains the different settings that Facebook provides in 
order to protect the data subject’s privacy. Furthermore, 
different applications allowing the prevention of data 
transmission to Facebook are also available, for example, 
the Facebook blocker provided by Webgraph and which 
can be downloaded under 
http://webgraph.com/resources/facebookblocker/. Such 
applications can be used by data subjects in order to 
prevent data transmission to Facebook. 

13. Data protection regulations regarding the 
use of Google Analytics (with 
anonymization function) 
The person responsible for the data processing 
integrated Google Analytics components (with 
anonymization function) into this website structure. 
Google Analytics is a web analysis service. A web analysis 
comprises the gathering, collection and analysis of data 
about the behaviour of website visitors. A web analysis 
service stores, amongst others, information such as the 
website from which a data subject has come to another 
website (so-called referrers), which sub-pages of the 
website they have accessed or how many times and for 
how long they have displayed a sub-page. A web analysis 
is predominantly used for the optimisation of a website 
and in order to perform a cost-effectiveness analysis of 
internet advertisement. 

The company operating the Google analytics component 
is Google Inc., 1600 Amphitheatre Pkwy, Mountain View, 
CA 94043-1351, USA. 

The person responsible for the data processing uses the 
additional feature “"_gat._anonymizeIp” for the web 
analysis via Google Analytics. This additional Google 
feature shortens and consequently anonymizes the IP 
address of the data subject internet connection when 
our website is accessed from another Member State of 
the European Union or from another signatory to the 
Agreement on the European Economic Area. 

The purpose of the Google analytics component is to 
analyse the stream of visitors to our website. Google 
uses the data and information gathered and collected 
for, amongst other things, the purpose of analysing the 
use of our website, the purpose of providing us online 
reports on activities on our websites and the purpose of 
performing other services in connection with the use of 
our website. 

Google Analytics sets a cookie on the IT system of the 
data subject. Cookies have already been described and 
explained above. Setting the cookie enables Google to 
perform an analysis of the use of our website. Every time 
one of the website pages operated by the person 
responsible for the data and containing an integrated 
Google Analytics component is called up, the internet 
browser on the IT system of the data subject is 
automatically requested by the corresponding Google 
Analytics component to transfer data to Google for the 
purpose of the online analysis. Within the frame of this 
process, Google receives information on personal data as 
the IP address of the data subject, which are used by 
Google for determining the visitor’s and clicks' origin as 
well as for calculating commission fees. 
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The cookie allows personal data such as the access time, 
the location from where the access has been made and 
the frequency of visits to our website by the data subject 
to be saved. At each visit to our website, such personal 
data, including the IP address of the internet connection 
used by the data subject, is transferred to Google in the 
Unites States of America. Such personal data are saved 
by Google in the Unites States of America. Google may 
forward such personal data gathered via the described 
technical process to third parties. 

At any time, the data subject can prevent our website 
from setting cookies by adjusting the settings of their 
internet browser by following the instructions described 
above. In this way, they will disable cookies permanently. 
Such a setting of the internet browser used will also 
prevent Google from setting a cookie on the IT system of 
the data subject. Furthermore, a cookie which has 
already been set by Google Analytics can be erased at 
any time via the internet browser or other programs. 

Furthermore, the data subject has the option to refuse 
and to prevent the gathering of data generated by 
Google Analytics and related to the use of this website as 
well as the further processing of such data by Google. To 
this end, the data subject will have to download a 
browser add-on by following the link 
https://tools.google.com/dlpage/gaoptout and to install 
it. This browser add-on will inform Google Analytics via a 
JavaScript that data and information on the visits of 
websites must not be transmitted to Google Analytics. 
The installation of the browser add-on is automatically 
interpreted by Google as a refusal. If the IT system of the 
data subject is erased, formatted or reinstalled at a later 
stage, the data subject will have to install the browser 
add-on again in order to deactivate Google Analytics 
anew. If the browser add-on is uninstalled or deactivated 
by the subject person or by another person in its sphere 
of control, it is possible to reinstall or to activate the 
browser add-on again. 

Further information as well as the data protection 
regulations in force at Google can be consulted under 
https://www.google.de/intl/de/policies/privacy/ und 
under http://www.google.com/analytics/terms/de.html. 
Google Analytics is explained in a detailed manner under 
the following link 
https://www.google.com/intl/de_de/analytics/. 

14. Data protection regulations regarding the 
use of Google+ 

The person responsible for the data processing 
integrated the Google+ button as a component into this 
website structure. Google+ is a so-called social network. 
A social network is a social meeting place run on the 
internet, an online community which generally allows the 

users to communicate with each other and to interact in 
a virtual space. A social network can have the function of 
a platform where opinions and experiences are 
exchanged or which allows the internet community to 
publish personal or company-related information. 
Amongst other things, Google+ allows users of the social 
network to create personal profiles, to upload photos 
and to interconnect via friendship requests. 

The company operating Google+ is Google Inc., 1600 
Amphitheatre Pkwy, Mountain View, CA 94043-1351, 
USA. 

Every time one of the website pages operated by the 
person responsible for the data and containing an 
integrated Google+ button is called up, the internet 
browser on the IT system of the data subject is 
automatically requested by the corresponding Google+ 
button to download a picture of the corresponding 
Google+ button directly from Google. Within the frame 
of this process, Google is informed exactly of which 
specific sub-page of our website is being visited by the 
data subject. Further information on Google+ can be 
consulted under https://developers.google.com/+/. 

If the data subject are also logged in to Google+ at that 
time, every time our website is called up by the data 
subject and during the entire duration of their presence 
on our website, Google will be informed of which sub-
page of our site the data subject are currently visiting. 
This information is collected by the Google+ button and 
it is assigned by Google to the corresponding Google+ 
account of the respective data subject. 

If the data subject presses one of the Google+ buttons 
integrated into our website and gives a Google+1 
recommendation, Google will assign this information to 
the personal Google+ user account of the subject person 
and it will store such personal data. Google stores the 
Google+1 recommendation of the data subject and 
makes it publicly available in accordance with the 
corresponding conditions accepted by the data subject. A 
Google+1 recommendation posted by the data subject 
on this website will be stored together with other 
personal data as the name of the Google+1 account used 
by the data subject and the photo saved in this account 
and processed in other Google services, such as in the 
search engine results of the Google search engine, the 
Google account of the data subject or elsewhere, for 
example, on websites or in connection with 
advertisements. Furthermore, Google is able to link the 
visit to the website with other personal data stored by 
Google. Google also saves and stores such personal 
information for the purpose of improving and optimising 
the different Google services. 
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If the data subject is logged in to Google+ when he calls 
up our website, Google is informed, via the Google+ 
button, of the fact that the data subject has visited our 
website; this information is transferred independent of 
whether the data subject clicks on the Google+ button or 
not. 

If the data subject does not wish personal data to be 
transferred to Google, they can prevent this information 
from being transferred by simply logging out from their 
Google+ account before calling up our website. 

Further information as well as the data protection 
regulations in force at Google can be consulted under 
https://www.google.de/intl/de/policies/privacy/. Further 
information from Google on the Google+1 button can be 
consulted under 
https://developers.google.com/+/web/buttons-policy. 

15. Data protection regulations regarding the 
use of Google AdWords 

The person responsible for the data processing 
integrated Google AdWords into this website structure. 
Google AdWords is an internet advertisement service 
allowing advertisers to display advertisements both in 
Google search engine results and in the Google display 
network. Google AdWords allows advertisers to define 
certain key words upfront, which will be used for 
displaying an advertisement in Google search engine 
results only if the user calls up a key word-relevant 
search result with the search engine. In the Google 
Display Network, advertisements are distributed on 
websites with relevant topics based on an automated 
algorithm and on the previously defined key words. 

The company operating the services of Google AdWords 
is Google Inc., 1600 Amphitheatre Pkwy, Mountain View, 
CA 94043-1351, USA. 

The purpose of Google AdWords is to advertise our 
website by displaying search criteria relevant 
advertisement on websites of third party companies as 
well as in search engine results of the Google search 
engine. Furthermore, Google AdWords also allows third 
party advertisement to be displayed on our own website. 

If a subject person reached our website via a Google 
advertisement, a so–called conversion cookie is saved by 
Google on the IT system of the data subject. Cookies 
have already been described and explained above. A 
conversion cookie loses its validity after thirty days and it 
is not used for identifying the data subject. As long as the 
cookie has not expired, the conversion cookie allows to 
retrace whether certain sub-pages, for example, the 
basket of an online shop system, have been called up on 
our website. Using the conversion cookie, both we and 
Google can retrace if data subject, who have come to our 

website via an AdWords advertisement have generated 
sales, i.e. if they have purchased goods or if they have 
aborted. 

Data and information gathered via the use of the 
conversion cookies are used by Google in order to 
prepare statistics regarding visits to our website. We use 
such visit statistics in order to determine the total 
number of users who were transferred to us via 
AdWords advertisements and, consequently, in order to 
assess the success or failure of the corresponding 
AdWords advertisements. This helps us optimise our 
AdWords advertisements in future. Neither our company 
nor other advertising clients of Google AdWords receive 
information from Google which would allow anyone to 
identify the data subject. 

Conversion cookies are used for storing personal 
information as for example the websites visited by the 
data subject. At each visit of our website, such personal 
data, including the IP address of the internet connection 
used by the data subject, is transferred to Google in the 
United States of America. Such personal data are saved 
by Google in the Unites States of America. Google may 
forward such personal data gathered via the described 
technical process to third parties. 

At any time, the data subject can prevent our website 
from setting cookies by adjusting the settings of their 
internet browser by following the instructions described 
above. In this way, they will disable cookies permanently. 
Such a setting of the internet browser used will also 
prevent Google from setting a conversion cookie on the 
IT system of the data subject. Furthermore, a cookie 
which has already been set by Google AdWords can be 
erased at any time via the internet browser or other 
programs. 

Furthermore, the data subject have the option to refuse 
receiving interest-related advertisement from Google. To 
this end, the data subject must open the link 
www.google.de/settings/ads from all of their internet 
browsers and adjust the settings accordingly. 

Further information as well as the data protection 
regulations in force at Google can be consulted under 
https://www.google.de/intl/de/policies/privacy/. 

16. Data protection regulations regarding the 
use of YouTube 
The person responsible for the data processing 
integrated YouTube components into this website 
structure. YouTube is an online video platform allowing 
video publishers to publish video clips for free and other 
users to view, evaluate and comment such clips for free 
as well. YouTube allows all types of videos to be 
published. Consequently, entire films and TV shows, 
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music video clips, trailers or videos made by users 
themselves can be viewed on the online platform. 

The company operating YouTube is YouTube, LLC, 901 
Cherry Ave., San Bruno, CA 94066, USA. YouTube, LLC is a 
subsidiary of Google Inc., 1600 Amphitheatre Pkwy, 
Mountain View, CA 94043-1351, USA. 

Every time one of the website pages operated by the 
person responsible for the data and containing an 
integrated YouTube component (YouTube video) is called 
up, the internet browser on the IT system of the data 
subject is automatically requested by the corresponding 
YouTube component to download a picture of the 
corresponding YouTube component directly from 
YouTube. Further information on YouTube can be 
consulted under 
https://www.youtube.com/yt/about/de/. Within the 
frame of this technical process, YouTube and Google are 
informed exactly of which specific sub-page of our 
website is being visited by the data subject. 

If the data subject is also logged in to YouTube, when the 
data subject calls up a sub-page containing a YouTube 
video, YouTube is informed of exactly which sub-page of 
our website the corresponding data subject is currently 
visiting. This information is collected by YouTube and 
Google and it is assigned to the corresponding YouTube 
account of the respective data subject. 

If the data subject is logged in to YouTube when he calls 
up our website, YouTube and Google are informed, via 
the YouTube component, of the fact that the data 
subject has visited our website; this information is 
transferred independent of the fact whether the data 
subject clicks on a YouTube video or not. If the data 
subject does not wish such information to be transferred 
to YouTube and Google, they can prevent this 
information from being transferred by simply logging out 

from their YouTube account before calling up our 
website. 

The data protection regulations published by YouTube 
under https://www.google.de/intl/de/policies/privacy/ 
give information on the gathering, processing and use of 
personal data by YouTube and Google. 

17. Accountability and obligation of 
documentation 
The observance of requirements resulting from these 
guidelines must be demonstrable at any time 
("Accountability"). The ability to demonstrate is 
determined in particular by a coherent and 
comprehensible written documentation with regards to 
measures taken and corresponding considerations. 

Appendices listed in this document are not publicly 
available but they can be requested by the data subject 
in case of a justified interest, within the frame of their 
right of access. 

18. Data Protection Officer contact 
You can reach our Data Protection Officer via the 
following e-mail address. 

 

E-mail address of the Data Protection Officer: dsb@h-
s.de 
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